Terms of use for
remote support in case of warranty

Dear Sir or Madam,
Based on your asserted guarantee claims, we are happy to help you by providing our
remote support.
The following conditions apply to the remote support ("we" and "us" means the
contractor). As we do not have a remote support contract with you, please sign and
return this so that we can start the work.
Many thanks in advance.

Best regards

SCHENCK RoTec GmbH
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Section 1 Object of the service and place of fulfilment
(1) The services are provided free of charge as part of the warranty.
(2) Place of delivery is Darmstadt
Section 2 Client's duties of cooperation
(2) The Client shall provide qualified and authorised specialist personnel free of
charge for the services to be carried out on the relevant machine(s) / system(s) that
are object of the services.
(3) The operator of the machine(s) / system(s) is responsible for malware protection.
(4) The operator shall advise the Contractor of all changes to the machine(s) /
system(s).
(5) In cases where the hotline and / or remote access could lead to danger for the
Client's persons or property, the Client shall take any required safety measures,
before any intended measures, taking into account occupational health and safety,
shall document this and confirm to us in writing that the intended measures can be
performed without danger. In particular, the Client shall ensure that nobody - in
whatever form and whatever stage - is at risk at its site relating to the implementation
of its services.
Section 3 Liability
(1) We are liable without restriction, also in the case of damage due to breaches of
contractual negotiations, regardless of the legal reason, (notably also to repair
damages not suffered by the delivery object itself) only for:
-

malice,
gross negligence,
culpable injury of life, limb, health,
Defects, which we have maliciously concealed,
Breach of guarantees of condition and/or durability assumed by Dürr
Cases of statutory liability (e.g. compensation according to the Product
Liability Act).

(2) Damages caused by us as a result of slight negligence, shall only be replaced if
they represent a breach of a material duty, the fulfilment of which actually facilitates
the proper implementation of the contract and which the Client can regularly rely on
(cardinal duties). In this case, our liability is also limited to the extent of damage, the
occurrence of which we were to expect based on the circumstances known to us
when concluding the contract and in view of the character of the contractual
agreements.
(3) The Client shall carry out reasonable and regular data backups, notably in the
form of backups that are available and restorable at any time. The contractor is only
liable for the loss of data and its recovery if this loss could not have been avoided
through reasonable data backup measures by the Client. The Client shall bear the
burden of proof for such regularly performed data backup measures. The liability for
data losses or damage caused by the Contractor is limited to the costs that would be
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necessary in order to restore the data from the saved data material, had the Client
properly backed up the data.
(4) Compensation for purely pecuniary losses shall be limited by the general
principles of good faith, for example in cases of disproportionality between the
amount of the order value and the amount of damages.
(5) Further liability – regardless of the legal reasons – (notably also to repair
damages not suffered by the delivery object itself), is excluded.
(6) The above liability exclusions and restrictions shall also apply to the employees,
representatives, directors and vicarious agents of Dürr and to other third parties
engaged by Dürr to realise the contract.
Section 4 Confidentiality / Secrecy and use of data
(1) The contractual parties shall use all knowledge of confidential information and
operating secrets obtained from the other contractual partner, as well as shared
client data, exclusively for the services defined in this contract and shall treat the
same as confidential for the duration of the cooperation and for a period of five years
after the end of the cooperation.
(2) The Contractor shall require this correspondingly of the employees engaged with
implementing the contract.
(3) The Contractor may use the information and data about the condition of the
Client's system(s) obtained as a result of its services in an aggregated form in order
to improve its own products (e.g. through data mining). This does not include
information and data relating to production secrets, product-related information and
data, as well as the Client's know-how.
(4) The Contractor is not permitted to disclose information and data to third parties.
Section 5 Personal data
To protect personal data, we request that you sign the enclosed data
processing contract.
Section 6 Concluding conditions
(1) If the Client is domiciled in the Federal Republic of Germany, place of jurisdiction
is in Darmstadt. We reserve the right to sue at the customer's place of jurisdiction. If
the Client is domiciled in the Federal Republic of Germany, arbitration proceedings
shall be held at the International Paris Chamber of Commerce in accordance with the
ICC Arbitration Court regulations. The decision is final. It shall be made by three
judges and justified. The cooperation of our insurer corresponding to the cooperation
possibilities in the courts is possible. We reserve the right to sue at a statutory place
of jurisdiction.
(2) The law of the Federal Republic of Germany shall apply to the exclusion of all
conflict of laws and the United Nations Convention on the International Sale of
Goods (CISG).
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(3) If individual conditions of the contract are or become invalid in part or in full, the
remaining conditions shall be unaffected thereby.
Customer:
Contact partner

_____________________________

Place, Date

_______________________________

Signature
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Data processing contract
between

- Customer and

Schenck RoTec GmbH
Landwehrstraße 55
64293 Darmstadt
Germany
- Contractor The Customer operates a machine, System and/or a Software product that has been supplied
by the Contractor. For the purpose of carrying out commissioning and Service activities on
machines, Systems and/or Software products of the Customer, the Contractor will also use
online remote access and/or remote maintenance via a protected Internet connection insofar
as there is an appropriate reason for effective performance.
With regard to the remote access connection to the Customer's machine, System and/or Soft
ware product, the possibility that employees of the Contractor may also become aware of per
sonal data stored on the machine, System and/or Software product by employees of the Cus
tomer cannot be mied out entirely.

The parties therefore agree on a data processing agreement as per GDPR Article 28.
Irrespective of this data protection agreement, every business transaction involving online re
mote access to machines, Systems and/or Software products requires the explicit approval of
the Customer.

1. General
(1)

The Contractor processes personal data on behalf of the Customer and in accordance with the instructions of the Customer. The Customer is responsible for such
data within the meaning of data protection regulations (“Customer Data”).
Insofar as reference is made to “data processing”, “handling” or “processing” (of
Customer Data) in this contract, such a reference generally refers to the use of per
sonal data. The “use” of Customer Data specifically includes the collection, storage,
transmission, blocking, erasure, anonymisation, pseudonymisation, encryption or
any other use of Customer Data.

(2)

The following types/categories of data are the subject of personal data processing:
Data that could be stored by the Customer’s employees on machines, Systems
and/or in Software products, which could also contain personal information.

2.

Subject of the order, site of data Processing
(1) The order given to the Contractor by the Customer includes the Services and/or the
obligations within the scope of liability for defects arising from the main contract. Such
Services and obligations are described in greater detail in the main contract. Depending on the type and content of the data that could be stored on the machine, System
and/or Software products, the circle of data subjects affected by data Processing in
cludes:

•

Employees of the Customer

•

Clients of the Customer

•

Suppliers of the Customer

(2) The processing of Customer Data by the Contractor is carried out exclusively in member States of the European Union or in a state party to the Agreement on the European
Economic Area (EEA). Any use of data outside the aforementioned area, including by
way of granting access to Customer Data to persons outside the aforementioned area,
requires the prior written consent of the Customer. Data may only be used in countries
that are neither member States of the European Union nor contracting parties of the
EEA (“third countries”) subject to the further condition that the requirements of
GDPR Article 44(ff) are met to the satisfaction of the Customer.
(3) The Contractor does not acquire any rights to Customer Data.
3.

4.

Rights and obligations of the Customer
(1)

The Customer is the Data Controller (GDPR Article 4(7)) for the processing of Cus
tomer Data by the Contractor.

(2)

The Customer is responsible externally, i.e. vis-ä-vis third parties and data subjects,
for safeguarding the rights of data subjects in accordance with GDPR Article 15(ff).
The rights of data subjects are therefore to be asserted against the Customer.

(3)

The Customer is the owner of Customer Data and, in terms of the relationship between the parties, the Customer is the owner of all possible rights to Customer Data.

(4)

In the event that there is an Obligation to inform third parties, for example under
GDPR Article 34, the Customer is responsible for the fulfilment of any such obliga
tions.

Obligations of the Contractor, data security
(1)

The Contractor processes Customer Data solely within the scope of the agreements
made and in accordance with the instructions of the Customer. In doing so, the Con
tractor complies with the statutory obligations imposed on them by the GDPR. The
Contractor is forbidden from carrying out any processing that deviates from these
obligations unless the Customer has agreed to such processing in writing.

(2)

The Contractor is not permitted to make any copies or duplicates of Customer Data
without the prior written consent of the Customer, unless and to the extent that such
copies or duplicates are necessary to ensure proper data processing or to ensure
compliance with statutory storage obligations. Furthermore, the Contractor is not per
mitted to transfer Customer Data to third parties or other recipients without the prior
written consent of the Customer. This does not apply to the transfer of data to subcontractors who have been commissioned with the Customer’s consent in accord
ance with section 6.1.

(3)

The Contractor will label the data which they process on behalf of the Customer in
an appropriate manner and keep such data separate from other data Stocks.

(4)

Insofar as data is processed for different purposes, the Contractor will label such data
according to the respective purpose.
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(5)

If requested to do so, the Contractor is to provide the Customer with an up-to-date
list in accordance with GDPR Article 30(2) and 30(3).

(6)

The Contractor confirms that they have appointed a Company data protection officer
within the meaning of GDPR Article 37 and that said data protection officer will carry
out their activities in accordance with GDPR Article 38 and 39. The data protection
officer can be reached at SCHENCK RoTec GmbH, Landwehrstrasse 55, 64293
Darmstadt, Germany, phone no. +49 6151 32-0, or at dataprotection@schenck.net.
The Contractor is obligated to ensure that a Company data protection officer is ap
pointed for the term of the contract. The Customer is to notify the Contractor in writing
if there is a change of data protection officer.

(7)

The Contractor is obligated to design their business and operating procedures in
such a way that Customer Data is secured to the extent necessary in each case and
protected from unauthorised access by third parties. The Contractor will inform the
Customer, in a timely advance manner, of any changes in the Organisation of data
Processing on behalf of the Customer insofar as such changes are relevant to the
security of the data.

(8)

The Contractor is obligated to notify the Customer of any Violation of data protection
regulations or of the contractual agreements made and/or the instructions given by
the Customer. This Obligation relates to any Violation that has occurred in the course
of data processing by the Contractor or other parties involved in the Processing.

(9)

In the event that the Contractor discovers or comes to the assumption that
•

special types of personal data (GDPR Article 9) or

•

personal data relating to criminal offences or administrative offences (GDPR
Article 10)

that they have processed for the Customer have been unlawfully transmitted or otherwise unlawfully come to the knowledge of third parties or data processing operations are carried out which require a data protection impact assessment, the Con
tractor is to notify the Customer in writing or electronic form (fax/e-mail) no later than
on the following working day. Notification is to include the time, nature and scope of
the transmission. In addition, the Contractor is also obligated to give notification of
the measures taken by the Contractor to prevent such transmissions from occurring
in the future, insofar as this is within their area of responsibility and does not require
instructions from the Customer as per section 5 (1).
(10) The Contractor is obligated to notify the Customer of any Violation of the protection
of personal data no later than the following working day and to assist the Customer
- at first request - with their awareness-raising, remedial and Information measures
in this respect, including all actions taken to fulfil statutory obligations, within reasonable limits and in accordance with the contractual agreements between the parties.
In particular, the Contractor will immediately take all reasonable measures to minimise and eliminate the resulting threats to the integrity or confidentiality of Customer
Data, to secure Customer Data and to prevent potential negative consequences for
data subjects or to limit their effects as far as possible.
5.

Scope of the authority to issue instructions
(1)

The Customer confirms oral instructions without delay (in text form as a minimum
requirement). The Contractor may assume that persons who issue instructions to
them are also entitled to issue such instructions.
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6.

(2)

The Customer has the right to issue supplementary instructions regarding the type
and scope of data Processing. Such instructions must not significantly extend the
scope of the contract. In the event of any significant extension, the parties will agree
on appropriate remuneration for the scopes amended by the supplementary instruc
tions. In such a case, the Contractor must only observe the supplementary instruc
tions after an agreement has been reached.

(3)

The Contractor will inform the Customer immediately if, in the Contractor’s opinion,
an instruction issued by the Customer violates statutory regulations. The Contractor
is entitled to refrain from carrying out such an instruction from the Customer until the
Customer has sufficiently explained to the Contractor, in writing, how and why the
instruction given does not violate any statutory regulation and has again instructed
the Contractor, in writing, to implement said instruction. However, the Contractor is
not obligated to check the instructions given by the Customer.

(4)

Insofar as a Claim is made against the Contractor, or against one of their subcontractors, by a third party on the basis of the implementation of an instruction given by the
Customer, alleging that said third party has suffered material or immaterial damage
due to a Violation of the GDPR, or if a supervisory authority imposes or threatens to
impose a fine on the Contractor or their subcontractors as a result, the Customer fully
indemnifies the Contractor against any such Claim orfine. The right to indemnification
also includes reasonable costs associated with legal defence. The same applies if a
Claim is due to a Violation of contractual or statutory obligations by the Customer.

Sub-contractual relationships
(1)

The commissioning of sub-contractors by the Contractor in relation to the Processing
of Customer Data is only permitted with prior written consent. The Customer has
agreed to the commissioning of the subcontractors listed in Annex 1.

(2)

The Contractor is to carefully select the subcontractor and check prior to commis
sioning that the subcontractor is able to comply with the agreements made between
the Customer and the Contractor.

(3)

The Contractor is to obligate the subcontractor, in writing, in the subcontract Pro
cessing agreement to the same extent as the Contractor is obligated vis-ä-vis the
Customer underthis contract. The subcontract processing agreement directly grants
the Customer all monitoring rights in relation to the subcontractor in accordance with
section 7 of this contract (genuine contract in favour of third parties). The spheres of
responsibility for the Contractor and the subcontractor are to be clearly demarcated
in the subcontract processing agreement. Insofar as several subcontractors are
used, this also applies to the responsibilities between the individual subcontractors.

(4)

The Contractor will conclude contracts with subcontractors, giving due consideration
to GDPR Article 44(ff) and specifically on the basis of EU Standard contracts, if and
insofar as the data collection and/or use by the subcontractor takes place outside the
EU or EEA. In such cases, the Customer hereby authorises the Contractor to con
clude the Standard EU Controller to processor contract with the respective subcon
tractor on behalf of the Customer in such a way that either (i) the Customer becomes
party to an existing EU Standard contract between the subcontractor (as processor)
and the Contractor (as Controller) and, in this respect, acquires the same rights as
the Contractor under the EU Standard contract or (ii) the Customer concludes an EU
Standard contract directly with the subcontractor and the Contractor enters into it
such that the Contractor acquires the same rights as the Customer under the EU
Standard contract.

(5)

Data may only be transferred to the subcontractor if all subcontracting prerequisites
have been met and the subcontractor has fulfilled the Obligation under section 8 of
this contract.
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7.

(6)

The Contractor has derived monitoring obligations vis-ä-vis subcontractors. To this
end, the Contractor can and must exercise the monitoring powers of the Customer
described in this contract as well as those reflected in the subcontract processing
agreement. The Contractor must regularly check the subcontractor's compliance with
contractual obligations in a suitableform, documentthe result of the check, and make
the associated report of the check available to the Customer on request. The Cus
tomer remains entitled to monitor the exercise of monitoring powers by the Contractor
without restriction and may, at any time, also exercise such monitoring themselves
vis-ä-vis the subcontractor.

(7)

The subcontractor's Obligation must be set out in writing and be in accordance with
GDPR Article 28(2-4). A copy of the written Obligation is to be sent to the Customer
on request.

(8)

Subcontracting relationships within the meaning of this regulation do not include
those Services which the Contractor utilises with third parties as ancillary Services to
support performance of the order. Such Services include telecommunications Ser
vices, maintenance and user Service, cleaning staff and inspectors, for example.
However, to ensure the protection and security of Customer Data, the Contractor is
obligated to make appropriate and legally compliant contractual agreements and to
take monitoring measures to ensure the protection and security of Customer Data.
This Obligation also applies to ancillary Services which third parties are commissioned
to undertake.

(9)

The Contractor's notification obligations as per section 4 apply accordingly to data
security incidents which occur among their subcontractors.

Monitoring powers
(1)

The Customer has the right to monitor the processing of Customer Data by the Con
tractor, including compliance with (i) the statutory provisions relating to data protec
tion, (ii) the contractual provisions agreed between the parties and (iii) the instructions of the Customer, to the extent necessary, or to have the processing monitored
by a third party who is obligated to maintain secrecy. The Contractor specifically ensures that the Customer is able to assure themself that the Contractor will comply
with their obligations under GDPR Article 28.

(2)

The Contractor is obligated to provide information to the Customer on request, insofar as such information is necessary to carry out the check set out in section 1. The
fulfilment of this Obligation, and specifically proof of implementation of technical and
organisational measures, which do not only relate to the specific order, can be effected by

(3)

□ compliance with the approved rules of conduct as per GDPR Article 40;
□ certification in accordance with an approved certification procedure as per
GDPR Article 42;
□ up-to-date certificates, reports or report extracts from independent bodies (e.g.
auditors, auditing, data protection officer, IT security department, data protec
tion auditors, quality auditors);
□ suitable certification by IT security or data protection audit (e.g. according to
BSI basic protection).
Insofar as there is a justified interest, the Customer may also insist on an inspection
of Customer Data processed by the Contractor for the Customer as well as an in
spection of the data processing Systems and programs used.
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8.

9.

(4)

In the event of a further Interest in inspection beyond the aforementioned substantiation and inspections, the Customer may, subject to prior notification and a reasonable period of notice, have the inspection defined in section 1 carried out at the Contractor's premises during normal business hours by a third party who is obligated to
maintain secrecy. Insofar as subcontracting relationships exist, the Contractor will
carry out such inspections of the respective business premises on behalf of, and in
accordance with, instructions from the Customer. In this regard, the Customer will
ensure that the inspections are only carried out to the extent necessary.

(5)

Insofar as the Customer and the Contractor are subject to public Controls by the competent supervisory authority, the parties will support each other to the best of their
ability, on request, within the scope of official supervisory procedures, if and to the
extent that the contractual Processing of Customer Data is the subject of the super
visory procedure. In this context, the Contractor is also entitled to disclose information
relating to instructions given by the Customer.

(6)

The Contractor can assert a Claim for remuneration for enabling the Customer to
carry out inspections.

Confidentiality
(1)

The Contractor is obligated to maintain confidentiality when Processing Customer
Data for the Customer. The Customer is obligated to notify the Contractor of any
special confidentiality rules.

(2)

The Contractor warrants that they are aware of the applicable data protection regulations and are familiär with the application thereof. Furthermore, the Contractor war
rants that they will maintain confidentiality as per GDPR Article 28(3)(2)(b), 29, 32(4)
and will only employ employees or freelancers in the performance of work if such
employees/freelancers have been obligated to maintain confidentiality and have
been made familiär with the data protection provisions relevant to them before performing any work.

Protection of the rights of data subjects
(1)

The Customer is solely responsible for safeguarding the rights of data subjects. In
sofar as a data subject contacts the Contractor directly for the purpose of information,
correction, erasure or blocking of Customer Data concerning them, the Contractor
will forward said request to the Customer no later than on the following working day
and will not contact the data subject without corresponding documented individual
instructions from the Customer. The Contractor may only provide information to data
subjects following prior instruction from the Customer.

(2)

Insofar as the Cooperation of the Contractor is necessary to protect the rights of data
subjects - specifically with regard to information, correction, blocking, erasure or data
portability (GDPR Article 15(ff)) - by the Customer, the Contractor will take the requisite measures as instructed by the Customer.

(3)

Regulations pertaining to possible remuneration of additional expenses incurred by
the Contractor as a result of supplementary instructions from the Customer remain
unaffected.
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10. Confidentiality obligations
(1)

Both parties are obligated to treat all Information they receive in connection with performance of this contract as confidential for an unlimited period of time and to use
such information solely for performance of the contract. Neither party is entitled to
use this information, in whole or in part, for purposes other than those stated or to
make this information available to third parties.

(2)

The aforementioned Obligation does not apply to information which one of the parties
has demonstrably obtained from third parties without being obligated to maintain secrecy or to information which is public knowledge.

11. Technical and organisational measures pertaining to data security
(1)

The Contractor is obligated to ensure security vis-ä-vis the customer as per GDPR
Article 28(3)(2)(c), 32 particularly in conjunction with GDPR Article 5(1 )(2). On the
whole, the measures to be taken are data security measures and measures to ensure
a level of protection with regard to confidentiality, integrity, availability and resilience
of Systems commensurate with the risk. In this regard, the state of the art, the Imple
mentation costs and the nature, scope and purposes of the processing as well as the
varying probability of occurrence and severity of the risk to the rights and freedoms
of natural persons within the meaning of GDPR Article 32(1) are to be given due
consideration [details can be found in Annex 2 attached], The technical and organi
sational measures are subject to technical progress and further development. In this
respect, the Contractor is permitted to Implement alternative adequate measures. In
this regard, the defined measures must not fall short of the safety level. Significant
changes are to be documented.

(2)

The Contractor documents compliance with the requisite technical and organisational
measures defined in Annex 2 prior to commencement with regard to specific perfor
mance of the order and transfers said documentation to the Customer if requested
to do so. If the Customer accepts the measures as per Annex 2, such measures
become the basis of the order.

12. Order term
(1)

The contract begins when it comes into force and ends upon termination of the main
contract and upon prescription of the post-contractual obligations within the scope of
liability for defects.

(2)

The Customer can terminate the contract at any time and without notice if there is a
serious violation of the applicable data protection regulations or obligations under
this contract by the Contractor, if the Contractor is unable or unwilling to carry out an
instruction given by the Customer or if the Contractor refuses, in breach of contract,
to grant access to the Customer or to the competent supervisory authority.

(3)

The Contractor can also terminate the contract at any time and without notice, specifically in the event of a serious violation of the applicable data protection regulations
or obligations under this contract by the Customer or if the Customer issues an unlawful instruction and does not depart from said instruction, even after notification
has been given by the Contractor.

13. Termination, return and erasure of data provided
(1)

The Contractor is prohibited from actively processing Customer Data following termi
nation of this contract; only further storage of Customer Data continues to be permit
ted until the Contractor has transferred said Customer Data to the Customer as intended or has deleted ordestroyed said Customer Data; in such cases the provisions
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of this contract continue to apply following termination of the contract until the Contractor no longer has any Customer Data at their disposal.
(2)

The Contractor is to completely and irretrievably surrender Customer Data to the
Customer or delete or destroy all Customer Data they receive from the Customer as
well as all Customer Data acquired in the course of performing the contract and all
Products of processing and use thereof as soon as such knowledge is no longer
necessary for fulfilment of the purpose of the respective data collection and use.
However, this is to be done no later than upon completion of the contractual Service
Provision. The parties are aware that it is not always technically possible to delete
specific Customer Data (e.g. because said data is contained in back-ups or archives).
In such cases, the Contractor is obligated to deactivate the data - insofar as deactivation is possible - or no longer actively use said data or keep said data in a usable
state.

(3)

The provisions of section 13.2 also apply to copies of Customer Data (specifically
archiving and backup files) in all Systems of the Contractor as well as to test and
reject data with the aforementioned restrictions of a technical nature.

(4)

The Contractor documents the measures in accordance with sections 13.2 and 13.3
in a suitable manner and provides the Customer with confirmation that the data Car
riers and data have been returned or destroyed/deleted completely and in accord
ance with the contract. The Customer is entitled to check this. Section 7 applies accordingly.

14. Liability
The Customer and the Contractor are Nable vis-ä-vis data subjects in accordance with the
provisions of GDPR Article 82, specifically in accordance with section (2)(2), section (3)
and section (5). GDPR Article 28(4)(2) also applies to the internal relationship.
The Contractor is thus responsible, but only and in each case only on the basis of the
content agreed in this contract, for the following:
• The processing of data in accordance with instructions and the Obligation to inform in
the event of unlawful instructions,
• The confidentiality Obligation for any authorised persons involved,

• The technical and organisational security measures taken,
• The proper commissioning of subcontractors,
• Assisting in the exercise of data subjects' rights - insofar as agreed in this contract,
• The agreed support, e.g. in relation to reporting data protection incidents,
• Creation and management of a processing directory within the scope of data pro
cessing,
• The appointment of their own data protection officer,
• Proper and contract-compliant erasure and/or return of data upon completion of pro
cessing and,
• Agreement to and participation in inspections and audits of the data Controller.

Insofar as the Contractor determines that the purposes and means of processing are in
Violation of data protection regulations and, in particular, that processing exceeds the in
structions of the Customer, the Contractor is deemed to be the data Controller with regard
to such processing.
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15. Final provisions
(1)

Changes, additions and the cancellation of this contract must be made in writing. The
same applies to any change to, or cancellation of, the whtten form requirement.

(2)

In the event that individual provisions of this contract are or become ineffective, or
contain a loophole, this does not affect the remaining provisions. The parties are
obligated to replace the invalid Provision with a legally permissible Provision that
comes closest to the purpose of the invalid Provision and best meets the requirements of GDPR Article 28.

(3)

In the event of contradictions between this contract and other agreements between
the parties, the provisions of this contract prevail.

Signed for and on behalf of

Signed for and on behalf of

Signature
i.V. Lieselotte Dedek
Name

Name
Head of Order Management and

Title

Projectmanagement
Universal Systems

Date

Name
Director Quality / DPO
Title

Hereafter:
Annexes 1 and 2 to the contract
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Annex 1 to the data Processing contract
Reqardinq section 6 of the contract:

Subcontractor of the Contractor in relation to remote access and/or remote maintenance:
1. DÜRR IT Service GmbH (Bietigheim-Bissingen) as the central IT provider for all Compa
nies of the DÜRR Group (Bietigheim-Bissingen) using the following IT System Service
providers:
•
•
•
•
2.

Arvato Systems GmbH (Gütersloh),
T-Systems International GmbH (Frankfurt a.M.),
Getronics Germany GmbH (Neu-Isenburg) and
Ade Automation (Heilbronn).

Depending on the operating site of the machine, System and/or Software product, employees of international DÜRR/SCHENCK subsidiaries may also be subject to the same
data protection Standards and obligations as employees of the Company headquarters in
Germany.

-
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Annex 2 to the data Processing contract
Regardinq section 11 of the contract:
Technical and organisational measures to protect personal data
1.

Confidentiality (GDPR Article 32(1 )(b))
Physical access control
Buildings are secured by means of physical access control involving access cards and
access control Systems. Visitors are only able to enter the building via the visitor reception area. Buildings are secured externally by means of Video camera Systems. There
are various security zones (open areas: such as meeting rooms, canteen etc.; work areas, such as Offices and specially secured areas, such as EDP department, test centre,
especially sensitive departments) in the buildings. These zones are separated from each
other by locking Systems.
A clean desk policy has been implemented which stipulates that documents are not to
be left lying unattended in the absence of employees, but rather such documents are to
be stored safely. Notebooks and PCs are to be secured or locked with a “Kensington
Lock” in the absence of employees.
System access control
A system-supported workflow involving data Controllers aids the process of employees
joining, transferring to, and leaving the Company in conjunction with the granting of ac
cess to the relevant data Processing units. In particular, this workflow Controls basic Sys
tem authorisations such as user account and Active Directory entries. Complex passwords consisting of at least 10 characters are mandatory for technical reasons. With
regard to transfers, existing authorisations are always deleted and new authorisations
are granted. Regular checks are envisaged for especially critical authorisations. Authorisation requests are documented either in the ticket System (scanned paper requests) or
in the electronic workflow.
There are separate application procedures for local admin rights. A separate, comprehensible justification must be provided by the responsible Supervisor upon application.
Data access control
A formalised and standardised authorisation assignment process has been imple
mented. Application/approval/implementation takes place on the basis of the four eyes
principle as a minimum requirement and is documented. The application for, approval,
and implementation of authorisations is formally documented. A rights and role concept
has been implemented for sensitive Systems. This concept minimises conflicts of functional Separation. Compliance is checked on a regulär basis.
Separation requirement
There is a fundamental Separation of development, test and production Systems. Furthermore, different Systems, System instances and clients exist for relevant Systems
(SAP, AD, CRM etc.).
Pseudonymisation

Pseudonymisation is carried out as necessary.

2.

Integrity (GDPR Article 32(1 )(b))
Transfer control
Data transfer within the DÜRR Group is carried out via a secure MPLS or IP-VPN network. Physical data transport (tapes etc.) is not envisaged. Internal rules stipulate that
business data is to be stored on designated drives and not on mobile devices.
Hard drives of notebooks and other mobile devices are encrypted.
Data carriers are completely and securely deleted and repeatedly overwritten prior to
being transferred or destroyed by the IT departments.
Entry control
A login is implemented for essential Systems and applications. However, logs are not
evaluated unless there is concrete suspicion. For essential Systems and applications,
appropriate recording is implemented to ensure traceability, insofar as such recording is
technically possible.

All employees are obligated under the terms of their contracts of employment vis-ä-vis
compliance with data protection regulations. Moreover, Group-wide organisational instructions pertaining to “handling information”, “data protection” and “IT security” have
been implemented.
Every employee in the Group has completed mandatory web-based training (including a
final test) in information security and data protection.
3.

Availability and resilience (GDPR Article 32(1 )(b))
Availability control
Needs-based backup/disaster and recovery processes have been implemented for IT
Systems. Data centres comply with minimum Standards, which are prescribed on a
Group-wide basis. Such data centres are checked for compliance with the aforementioned Standards via internal and external audits. Server and dient Systems are equipped
with up-to-date anti-malware Systems. The currency of the Systems is continuously monitored and appropriate automated and manual measures are taken in the event of any
deviations.
Rapid recoverability
Recovery tests are performed in order to test data recoverability.

4.

Procedure for regulär checking, analysis and evaluation (GDPR Article 32(1 )(d);
GDPR Article 25(1))
Order control
Processors are carefully selected by IT/specialist departments and purchasing. An
agreement on data Processing is concluded with each processor. Such an agreement
regulates statutory requirements. Processors must have a comparable safety level to
that which is implemented in the DÜRR Group as a minimum requirement.
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